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browser extension that will alert users if their login credentials
have been compromised in a security breach. Google has
been warning about reused passwords in a separate browser

User can control this new extension or in its password checkup tool, but the company is
functionality in the sync now baking this directly into Chrome to provide warnings as a
settings in Chrome user login to sites on the web. User can control this new

functionality in the sync settings in Chrome and Google is using
strongly hashed and encrypted copies of passwords to match
them using multiple layers of encrypfion. Alongside password
warnings, on top of the integrated leaked-password checker,
Chrome’s latest update includes real-time phishing protection.
Google has been using a list of phishing sites that updates every
30 minutes, but the company found that fraudsters have been
quickly switching domains or hiding from Google's crawlers. This
new real-time protection should generate warnings for 30
percent more cases of phishing.

NCIIPC Initiatives

NCIIPC Responsible Vulnerability Disclosure Program

https://nciipc.gov.in/RVDP.html

e The NCIIPC Responsible Vulnerability Disclosure Program
SPONSIBLE VULNERABILITY provides opportunity for researchers to disclose vulnerability
= PISCLOSURE PROGRAM
- observed in Nation’s Critical Information Infrastructure. NCIIPC
acknowledges following top 15 researchers for their
contributions during Dec. 2019 to Feb 2020 towards disclosure of
vulnerabilities for protection of Natfional Critfical Information
Infrastructure:

e Securium Solutions Pvt Ltd

NCIIPC acknowledges
the researchers for
their contributions
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